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Summary

	      Our project is about “secure group-based ad hoc networks with global roaming and robust connectivity”.  

       After last month, we formulate several important issues that need to be addressed in the future work:

(1) Security management: How to extend Hans Peter’s project on “M2MI security” to a global network of ad hoc networks environment? The security needs the management of different “virtual groups”. How do we define group membership?

(2) Global Roaming: When an ad hoc node moves from a virtual group to another one, how do we ensure continuous secured membership?

(3) Robust Connectivity: This basically means we need to guarantee a reliable data delivery among members in a virtual group and across virtual groups. End-to-end reliable transport layer protocol should be considered.

(4) Military applications: The battlefield scenario was considered the most suitable one for it. Some examples of applications suggested by the military include:

a) Secure voice communications

b) IFF – identifying friend or foe

c) Identifying friend or foe in low visibility

d) Tank platoon control/attack/coordination

e) Verification of data/reports
       We meet every Friday 1 PM for an hour to exchange progress and ideas on different aspects for the project. Dr. Yang is in charge of the meeting agenda and procedure.

       So far, we spent most of our time on aforementioned item (1) & (4). More focus will be shifted towards (2) and (3).



  

Technical Progress made in the last period


	In July, we made the following progress:

(1) Literature review: We conducted a comprehensive search on the standards and current research projects primarily in the area of (secure) group communications;

(2) Framework definition: Hans-Peter and his group had already proposed server-less key management. It is intended that this project will extend this concept. Currently this work can be applied only within one subnet and primarily on networks that employ multicasting. We would like to include virtual groups across different networks, perhaps using broadcast or a different type of multicast protocol. 

(3) Reliable and secured multi-hop forwarding scheme: we find that there is necessity to design an efficient reliable transport protocol for ad hoc networks that can operate correctly even in an environment where the radio link quality is very poor;
(4) Subnet structure and related issues: Current infrastructures are predominantly IPv4 based. Phase one of the project will be to port existing structures to this standard. Subsequent work will be done moving the architecture to MobileIP or IPv6.

(5) Virtual group communication across subnets: Our first phase goal is to determine whether existing IP multicasting or broadcasting can be used towards our target applications. In other words, a quantitatively evaluation shall be done to investigate how good or how bad commercial protocols would work.

(6) Funding opportunities: A number of projects and funding organizations were investigated.


  

Technical Progress made during this period

	In August (Summer quarter), we made the following progress:

Progress (1): On August 18, we met with two military people and understood what they need for reliable networking architecture. We then made a detail discussion on the contributions we can make to the military applications. We plan to explore detail issues in the context of a “reliable, hierarchical, ad hoc-based military network”. 

       We use technical descriptions to reflect what requirements the battlefield network needs to meet (see Figure 1). Currently there are many serious problems for the current battlefield information architecture. For example, they do not have a delay-bounded data aggregation structure to forward the battlefield information to the Military Control Service (MCS) center from the remote, ad hoc tankers.  
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     Our proposed battlefield networking architecture is shown in Figure 1.  

     Progress (2): In August, we also identified some new issues under the context of our project. (For example, we feel that it is necessary to realize the influence from “wireless links”. Since wireless communication has a certain broadcast radius and hidden terminal problem, the general Internet routing protocol is not proper for our ad hoc nature.) However, we believe that our next research should ignore the difference between “wired” / “wireless” and focus on “secure group communications”. 

Progress (3): Under the theme of our project – “security and global roaming in ad hoc, serverless network with robust connectivity”, five of us carried out activities which we summarize below

‘

       Hans-Peter Bischof’s research activities in August: 

· He took part in an important workshop on “network security” and got many new ideas on the security issues in ad hoc networks. He will share with us on his outcomes.

· He installed his M2MI protocols in LAC lab and made it run correctly. That protocol will become the starting point of our “ad hoc security”.

· He also contacted some company people to search potential funding opportunities.

       Bruce Hartpence’s s research activities in August:

· Protocol design: Bruce designed the following protocol and already finished part of its function. 
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· Meetings with the military: Bruce has met with military people for a few times and discussed the requirements of their information networks. We agreed that our next step should formulate the issues in the military applications.

· Applications analysis: He also proposed concrete military applications based on ad hoc networks. For example, he pointed out that it was difficult to distinguish between enemies and our own armies without redundant information reduction and secure ad hoc communications.

· Taking care of system administration concerns. Bruce manages the hardware architecture for this project. He suggested the configuration of ‘subnet’. 

· Work with Adolph Seema: He spent some time for a Master student in Computer Engineering on the project plan. 

· Completion of the test network: He also tested some initial protocols.

        Nirmala Sheony’s research activities in August:

· Nirmala provides us meeting minutes that are very helpful for our review on the progress of this project.

· Had a discussion with the army people with Bruce and Fei. Nirmala asked those military people on what their requirements are and then gave us detail report from that meeting. 

· Drew up a document based on the discussion and also covering our research interests and focus. Figure 1 was drawn by Nirmala.

· Helped with poster set up. Nirmala deigned the template of the poster. 

· Advertised for students. To interview and decide on one.

· Read through research papers - and obtained some directions and ideas. She pointed out the following two papers are very helpful for this project:
1. Y. Amir, C. Danilov, and J. Stanton, "A Low Latency, Loss Tolerant
Architecture and Protocol for Wide Area Group Communication,"
Proceedings of the International Conference on Dependable Systems and Networks, pp. 327--336, June 2000
2. A. Silis, K. A. Hawick, "The DiscWorld Peer-to-Peer Architecture," Technical Report DHPC-028, Department of Computer Science, University of Adelaide, 1998.

        Shanchieh Jay Yang’s research activities in August:

· Have organized UROSAN group meetings, by arranging agenda and maintain  procedure for each meeting.

· Have advised Adolph Seema, graduate students for the UROSAN project. 

· Identified and brought forward two key papers that discuss group communication
among members in WAN and ad hoc networks, respectively.

· Prepared the technical description for UROSAN project poster.

· Identified and summarized the four-stage approach for the UROSAN project. 

1. Secured hierarchical (tree-structure) communication architecture for military battlefield operation.

2. Enabling robustness for the hierarchical architecture in 1.

3. (TBD) Enabling roaming support for the robust hierarchical structure in 2.

4. (TBD) Enabling virtual group communication among members across tank platoons (see Figure 1).

          Fei Hu’s research activities in August:

· In August, Fei had a paper that is related to this project got accepted by IEEE Globecom 2003 where only 30% papers can get accepted.

· Fei has also worked with one of his graduate students on the “security in large-scale ad hoc networks”. They generated more new ideas.

· Fei met with two military people with Bruce and Nirmala on our LAC project direction.

· Drew the picture of the poster (see Figure 2). That picture tells people the framework of our project.

· Fei also pointed out the research issue of “scalability” in “ad hoc security”.  The current M2MI does not work efficiently in a large-scale ad hoc network. He suggested the using of “key-chain” instead of global key distribution scheme.
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Figure 2 Project poster picture

       In Figure 2, we clearly show people our project will solve three issues: (1) Global roaming; (3) Robust connectivity; and (3) ad hoc security.     

      Progress (4):  In August, each of us also read some new papers on the state-of-art of the related issues in our project. We reached agreement on the following aspects:

· Start from HP’s M2MI protocol and extend it to our context.

· Study “ad hoc security” and “group membership management” first and then move to “global roaming” and “robust connectivity”.

· Begin to hire new Graduate students to implement our ideas and do OPNET simulation.

· Always consider the practical application requirements, especially military applications.

· “Security” and “robust data forwarding” should follow a tree-like hierarchical network architecture. Right now we are consider the following three-level wired-cum-wireless architecture (Figure 3).
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Plans and Goals for the next reporting period

	      We already defined a hierarchical networking architecture (see Figure 1 & 3). In next step we will focus on the following technical issues and propose new ideas:

1. Identify three different levels’ communications requirements in Figure 1& 3.

a. At level 3 it is completely wireless and adhoc network 

b. At level 2 some of the nodes are wired and some are in the wireless network.( part wireless – part wired). In bad weather sensors can be sprayed which will act as relays to compensate for loss in LOS 

c. Top Level – Level 1 is completely wired 

      2. Key management in each of the levels to be done. (HP, Fei, Bruce will mainly contribute to this issue).

3. Virtual groups across subnets should be supported; Protocols for members to join and leave the group. Group membership management is a big issue (Bruce, Jay and HP will mainly contribute to this issue). 

4. Global Roaming to be supported (Nirmala and Jay will mainly contribute to this issue) 

5. With roaming there is requirement for connectivity & robustness (Jay, Fei and Bruce will mainly contribute to this issue.) 

6. Sensor to be used as Relay networks and their use – Fei will mainly contribute to this issue.




  

Notes on proposal writing

	     We will work on a new proposal on “ad hoc security in hierarchical network”. The proposal should meet the requirements of current military applications. 


  

Time Report/Period

	Description
	Time Allotted
	Time Spent
	% Spent

	Collect literature for project group (Fei, Jay and Nirmala)
	2 hours / week
	2 hrs / week
	100%

	Study “ad hoc security” (HP, Fei and Bruce) 
	3 hrs/week
	3 hrs /week
	100%

	Group membership management (Jay and HP)
	2 hr/week
	2 hr /week
	100%

	Protocol design (Bruce)
	2 hr/week
	2 hr /week
	100%

	Documentation (Nirmala)
	1 hr /week
	1 hr/week
	100%

	Total
	10 hrs / week
	10 hrs/week
	100%
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Reviewer Comments

	Please provide your comments here.

	

	

	

	


  

Figure 1 Our proposed military architecture
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Figure 3. Our proposed project networking architecture
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